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what can you tell me about copi

COPI is an On-Prem Asset

B Windows 10 Protected by XDR agent W2z @1 Bo Show me more

Open Host Risk View of COPI Run script on COPI Ask the Help Center

:;j;l?_“ztunﬂgHEd P e I Generate Scan COPI for malware Incident Response > Investigation > Host Inventory

Unique hosts, specific

Incident Response > Incident Configuration > Featured
} Generate Initiate Live Terminal to COPI ! & ! i u
action_proccess_sha256 ran on

Hosts

Search all events on COPI Generate Retrieve support file from COPI Endpoints > Host Firewall

I R N
|+ Submit a support case )
T

Host Name: Location: N/A

Host Score 100 @ -195 ( Agent Instalied: Feb 19th 2024 15:53:34

IP Addresses: 172.30.20.18 Asset Role: N/A

Default User: norsemen.local\racoon Last Communication: ~ Sep 12th 2024 11:14:30

Operating System:  Windows 10 Tags: Win EP. CEO

B @ wildFire Malware
B @ wildFire Malware
Bl @ Administrative Hash Exception
) @ Administrative Hash Exception

Bl @ Administrative Hash Exception

Cortex Copilot

The query you chose and are about to run is
Unique processes running per hos

SHA| M| A SO With the following parameters:
AbStD, B 7+ Hostname =
&4 O Elg] EﬁEA .
el f N Copilot Query ran successfully
o AF|o 2
50 Results
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( Rerun with different param )
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~ "what does the term cgo mean"

Ask the Help Center

Answer:

2 HBetol 2470 28
£ ZMshs Al S22 HE{0] M RotE
TMO| THBHX| T AT EAMTHS SRS AN WESHO] ARr| JHRI0] TR /| HHSHH AlZtS

I Based on what | found from the documentation, CGO stands for Causality Group Owner. The CGO is the process that is responsible for all the other processes, events, and alerts in the

chain.
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Show multiple users failing to log in from the same machine

INVESTIGATE

Multiple users failing to log in from the same

. Generate
machine

Top 10 Users failing to log in Generate

Top 10 Users failing to authenticate from
multiple locations

Generate

Top 10 Users failing to log in Generate

2! 4: XQL FE| oA
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